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1. Préparation de la configuration

Matériel nécessaire :
e Un cable Ethernet pour la connexion directe.
e Lesinformations par défaut de la borne :
o Adresse IP d’usine : 192.168.1.245
o Login:cisco

o Motde passe: cisco

2. Accéder a interface web de la borne
1. Connectez-vous a la borne :
o Branchez le cable Ethernet entre ordinateur et la borne.

o Ouvrez un navigateur et entrez : http://192.168.1.245.

C (D) 192.168.1.245

o ldentifiez-vous avec les informations suivantes :
= Login:cisco

= Mot de passe: cisco

3. Modifier Uadresse IP de la borne

1. Accédez a l'onglet LAN Settings ou Network Settings.


http://192.168.1.245/

cisco

Getting Started

Procédure d’installation du service RDS

VLAN and IPv4 Address

nhali \WAP371 Wireless-AC/N Dual Radio Access Point with-Single Point Setup

(cisco) Log Out About H

2. Configurez une nouvelle adresse IP statique :

o AdresselP:172.16.0.10

o Masque de sous-réseau : 255.255.255.0

o Passerelle par défaut:172.16.0.254

Getting Started

Run Setup Wizard

VLAN and IPv4 Address

Run Setup Wizard
» Status and Statistics Global S
* Administration
MAC Address: 00:B1:E3:25:4D:50
Port Settings Untagged VLAN [ Enable
AN and IPv4 Addres:
BVE Addresses Untagged VLAN ID: [100 | Range: 1 - 4094, Defaut: 1)
IPv6 Tunnel
LLDP Management VLAN ID: |100 | (Range: 1 - 4094, Default: 1)
* Wireless
» System Security IPvd4 Settings
» Client QoS
Connection Type: o DHC.P
» SNMP (® StaticIP
* Single Point Setup Static IP Address: |1?2 | | 16 | . |0 | . |10 |
» Captive Portal
Subnet Mask [255 | [e5 |[ms | [0 |
Default Gateway" [z T]e |0 [ |24 |
Domain Name Servers: Dynamic
Manual
[z T]e |0 [ [100 ]
DHCP Auto Configuration Settings
B TP =SSP [ R

',':II'S';_L;‘ WAP371 Wireless-AC/N Dual Radio Access Point with-Single Point Setup

(cisco) LogOQOut About

» Status and Statistics

Administration

Port Settings
IPv6 Addresses
IPv6 Tunnel
LLDP

* Wireless

» System Security

» Client QoS

» SNMP

* Single Point Setup

» Captive Portal

Glebal Settings

MAC Address. 00.81.E3:25:4D:50
Untagged VLAN: [ Enable
Untagged VLAN ID [100 | Range: 1 - 4094, Detauit: 1)
Management VLAN ID- [100 | (Range: 1 - 4094, Defauit: 1)
IPv4 Settings
S O oicr
Static IP Address: [12 [s ]]o [ [0 ]
Subnet Mask: [25 | [5 | [s5s [0 ]
Default Gateway: [12 T[s ]]o [ [254 |
Domain Name Servers. Dynamic
Wianual
[z J[s ]]o [ 100 ]
LI LIl

DHCP Auto Configuration Settings



3. Sauvegardez les parameétres.

4. Reconnectez-vous avec la nouvelle IP : http://172.16.0.10

172.16.0.10/a

tah . g - - 4 ) LogOut About Hel
il WAP371 Wireless-AC/N Dual Radio Access Point int Setup

Getting Started

- VLAN and |Pv4 Address

Run Setup Wizard
» Status and Statistics Global Settings
» Administration

MAC Address: 00:B1:E3:25:4D:50

Port Settings Untagged VLAN: [ Enable

IPv6 Addresses Untagged VLAN ID |1OD (Range: 1 - 4094, Default: 1)

IPv6 Tunnel

4. Configurer le WiFi avec sécurité WPA2
1. Accédez a Uonglet Wireless > Radio.

2. Sélectionner Radio 1 (5ghz)

3. Cocher Enable pour Radio dans les Basics Settings

il WAP371 Wireless-AC/N Dual Radio Access Point with Single Point Setup  © 170 At 14

Getting Started

Radio

Run Setup Wizard

v

Status and Statistics. Global Settings

* Administration
LAN TSPEC Violation Interval: 300 Sec (Range: 0 - 900, 0 = Disable, Default: 300)
3
Radio Setting Per Interface

Radio|

Rogue AP Detection Select the radio interface first, and then enter the configuration parameters

A Radio: | ® Radio1(5GHz) |~

Wireless Multicast Forward U Radio Z{Z4 GHz)

Scheduler

Scheduler Association Basic Settings

Bandwidth Utilization

MAC Filtering Radio: [ Enable —

WDS Bridge

WorkGroup Bridge MAC Address: 00:B1:E3:25:4D:50

QoS
- Mode: 802.11a/n/ac ~
» System Security
* Client QoS Channel Bandwidth: 80MHz  ~

*» SNMP

Primary Channel: Lower
* Single Point Setup

» Captive Portal Channel:

Advanced Settings

DFS Support

Cn ~
Short Guard Interval Supported:



http://172.16.0.10/

Ensuite descendre en bas de la page et cliquer sur Save

. U0 =
Getling Started Transmit Fower: Full - 100%
Run Setup Wizard Frame-burst Support- [Boosts Downstream Throughput]

» Status and Statistics

R Rty Fixed Multicast Rate: Mbps

» LAN Rate (Mbps) 54[48[a5[24]18[12] 9 [6
Lo || LegacyRafe Sets: Supported i [ (b4 b4 | [ (o4 oA
Radio Basic OO0 OK-O-
Rogue AP Detection
Networks . - Rate Limit |50 Packets Per Second (Range: 1 - 50, Default: 50)
WielEsii=ERawEs B Cret e e Sl Rate Limit Bur5t|75 Packets Per Second (Range: 1 - 75, Default: 75)
Scheduler ‘ i
Scheduler Association TSPEC Mode:
Bandwidth Utilization
MAG Filtering TSPEC Voice ACM Mode:
WDS Bridge
WorkGroup Bridge TSPEC Voice ACM Limit Percent (Range: 0 - 70, Default: 20)
QoS
» System Security TSPEC Video ACM Mode:
» Client QoS
» SNMP TSPEC Video ACM Limit: Percent (Range: 0 - 70, Default: 15)
* Single Point Setup TSPEC AP Inactivity Timeout: Sec (Range: 0 - 120, 0 = Disable, Default: 30)
» Captive Portal

TSPEC Station Inactivity Timeout: Sec (Range: 0 - 120, 0= Disable, Default: 30)

TSPEC Legacy WNMM Queue Map Mode

VHT Features: |

>

4 . Cliquez sur LAN et sur VLAN and IPV4 Adress pour changer Uip de la borne et rentrer les
informations relative a votre borne et a votre domaine

(cisco) LogOut About

mie
Cisco

WAP371 Wireless-AC/N Dual Radio Access Point with-Single Point Setup

Getting Started
5 VLAN and IPv4 Address
Run Setup Wizard
» Status and Statistics Global Settings
Administration
MAC Address: 00:B1:E3:25:4D:50
Port Settings Untagged VLAN: ] Enable
IPv6 Addresses Untagged VLAN ID: |1OD | (Range: 1 - 4094, Default: 1)
IPv6 Tunnel
LLDP Management VLAN ID: |1OD | (Range: 1 - 4094, Default: 1)
» Wireless
» System Security IPv4 Settings
» Client QoS O DHCP
Ci ction Type:
— onnection Type: BORSETAL
* Single Point Setup Static IP Address: |1?2 | | 16 | . |0 | | 10 |
» Captive Portal
Subnet Mask [255 ][e55 [.[ess ][0 ]
Default Gateway: [z J[e  ]]o [ [254 |
Domain Name Servers: Dynamic
Manual
[z [ ]]o [ Jroo ]
DHCP Auto Configuration Settings




Procédure d’installation du service RDS

5 .Créez unréseau WiFi :serendre dans Wireless > Networks

(cisco) Log Ou

',':II'S'élo" WAP371 Wireless-AC/N Dual Radio Access Point with-Single Point Setup

Select the radio interface first, and then enter the configuration parameters.
Radio: ® Radio 1 (5 GHz)
O Radio 2 (2.4 GHz)

¥ Wireless

Networks;

o SSID: Choisissez un nom (par ex. WiFi-Admin).

o Activez la diffusion du SSID.

ihen enter the configuration parameters.

.m I | 1D Name | SSID Broadcast) Security MAC Filter
v 0 = Assurmer-wifi-AAE ] None ~| | Disabled ~




Procédure d’installation du service RDS

4. Dans Wireless Security, configurez la sécurité :

O

e}

o

Mode : WPA2-entreprise.
Clé de sécurité : Entrez un mot de passe sécurisé (par ex. MotDePasse123).

Cocher Use global RADIUS server settings

5. Sauvegardez les modifications.

SSID Broadcast MAC Filter Channel |sclation Band Steer .
vl [ ] [ |

WPA Enterprise ~ RADIUS ~

Hide Details

WPA Versionsl ] WPA-TKIP I WPAZ-AES
[/ Enable pre-authentication
Not Required

Capable [] Required

Server IP Address Type: @ 1pya O |pys

Server IP Address-1: |0.0.0.0 | (2O0€. 200 X000 XXX )

Server IP Address-2: | (262003000300 200¢)

Server IP Address-3: | (300300 X0 XXX

Server IP Address-4: | (22003000 300 300)

I
I
I
Key-1: | I (Range: 1-64 Characters)
I
I
I

Key-2: | (Range: 1-64 Characters)
Key-3: | (Range: 1-64 Characters)
Key-4: | (Range: 1-64 Characters)

([ Enable RADIUS Accounting

Active Server: | Server IP Address-1 V‘

Broadcast Key Refresh Rate: |86400 | Sec (Range: 0-86400, 0 = Disable, Default: 86400)




Procédure d’installation du service RDS

5. Configurer le serveur RADIUS
1. Accédez a Wireless > RADIUS Server
o CocherlPv4
2. Rentrer adresse ip du serveur

3. Cocher Radius Accounting

4. Sauvegarder

(cisco) Log Out

il \WAP371 Wireless-AC/N Dual Radio Access Pointwith Single Point Setup

Getting Started

RADIUS Server

Run Setup Wizard
» Status and Statistics.
Server IP Address Typd (® IPv4
» Administration O IPvB
» LAN

Server |IP Address-1 | 172.16.0.1 | (0030002000 XXX)
Wireless
Server IP Address-2 | | (20002000500 300¢)
RADIUS Serve
Server IP Address-3 | | (20002008 2000 XXX)

oU upplica

Password Complexity
Server |P Address-4 |

| (X0¢. 200X 30X XXX )

WPA-PSK Complexity
heClicaLO0S Key-1: seensens | (Range: 1 - 64 Characters)
» SNMP
» Single Point Setup Key-2: | | (Range: 1 - 64 Characters)
> Captive Portal Key-3: | | (Range: 1 - 64 Characters)
Key-4: | | (Range: 1 - 64 Characters)

RADIUS Accounting 1 Enable

Save

La borne est bien configurée !



